By now, most Americans are familiar with the fact that Federal law enforcement authorities have responded vigorously to the threat of terrorism since September 11, 2001. The law enforcement response includes improved human intelligence networks both inside and outside the United States, and enhanced surveillance infrastructure so that potential threats can be identified before people are put at risk.

CALEA (Communications Assistance for Law Enforcement Act) was initially adopted in 1994. The purpose of the law, in its own words, is “… to make clear a telecommunications carrier’s duty to cooperate in the interception of communications for Law Enforcment purposes, and for other purposes.” In its original form, CALEA required telephone companies to make both analog and digital phone calls easily monitored by law enforcement in a fashion that is undetectable by the target, and to also provide call detail records as needed.

Because of intervening events since that time, the scope of CALEA has expanded. In 2004, due to the widespread adoption of digital voice services, broadband Internet providers fell under the same regulatory umbrella as the phone company. In addition, the scope of what could be monitored expanded to cover all data, not just voice. The deadline for having undetectable surveillance gear, mechanisms and procedures in place was May 14, 2007. Internet Service Providers are also required to maintain records of every website visited, and every email sent or received. In the wake of these requirements, entire industry groups have evolved that are dedicated specifically to this sort of surveillance, such as GLIIF (Global Lawful Intercept Industry Forum). Likewise, many privacy groups have seen the widespread standardization of automated surveillance as a threat to freedom. Such groups include the Electronic Privacy Information Center and Privacy International.

As a publicly owned broadband provider, BELD offers no opinion on the constitutional issues and debates surrounding CALEA. Our job is simply to comply with the law. Nevertheless, we believe that the public has an interest in understanding the general implementation of CALEA, how it works, its scope and its limitations.

In our Network Operations Center, we have installed a device provided by a TTP (Trusted Third Party) that receives all of the data that flows through our network in a mirrored and undetectable fashion. The device completely ignores all the data it receives unless it is activated by the TTP. Also, according to contract, the TTP will only activate the device at the direction of BELD personnel, and then only mirror the data of the targets specified. BELD will only authorize the activation of the device under legally required circumstances. Such circumstances include the warrants and subpoenas with which we are all familiar, but also include unwarranted requests made by certain Federal officials.

Procedurally, BELD receives a warrant, subpoena or request as described above. If the information required is already in our logs without need for a tap, we provide that data. If a tap is required, we forward the tap authorization to the TTP along with identifying information. The tap stays in place until we receive an order to stop the tap. By law, we are not allowed to inform the subject of a tap of what is going on, and we are also required to maintain the privacy of the individuals being tapped, so we strictly limit the number of people aware of a tap to just two BELD employees.
So, what does this tap pick up? It picks up every byte of data or voice that comes from (or goes to) the subject’s cable modem. That includes all web surfing, email, voice conversations, Internet chat and so forth. It also picks up encrypted traffic, such as Secure Socket Layer (SSL) transactions involving credit card data. In fact, the device BELD has deployed decrypts that traffic as quickly as it comes across the wire as though no encryption is in use. There is absolutely no way to tell, from the cable modem end, that this is being done.

What slips through? Like any technology the surveillance technology has weaknesses, most of them either inherent in the underlying protocols or simply beyond the technology. For example, a wire tap is authorized for a particular IP address and/or MAC address. But if the target being monitored replaces his router in the middle of surveillance and thus gets both a new MAC and IP, the data stream will escape monitoring until we catch up. This is just part of the nature of TCP/IP, and legislation won’t be able to fix that anytime soon. (Though newer protocols that encapsulate biometric data in every packet are in the works.) A technically savvy person who expected to be under surveillance could use this loophole to program his router with a new outside MAC address (and thus pull a new IP) every couple of hours, and effectively avoid the surveillance until officials figured out what was going on and employed more direct techniques.

Advanced encryption, far superior to that employed to secure Internet transactions, can also frustrate surveillance. Certainly, the bytes are collected but they can’t be decrypted in real time, and are therefore useless to the monitoring authorities. In fact, some available encryption is so strong it would take government computers years to decrypt the data—by which time it would be out of date. Because of this, many governments around the world have outlawed encryption other than the most easily broken. Some governments, like the United States, have actively discouraged the deployment of advanced encryption technologies, while keeping it legal for the citizenry. Free software for advanced encryption of data includes Gnu Privacy Guard, and PGP (Pretty Good Privacy), both of which have been used by government, industry and the general public for years. When used in conjunction with other  methods, advanced encryption can render someone surveillance-proof.

Strong encryption is also available for digital telephone. ZFone is currently in beta test, and is strong enough to foil even the National Security Agency’s acres of computers. Both Skype and Gizmo (software-based Voice over Internet Protocol) also include encryption, though because the source code for their algorithms isn’t available for public inspection, it is impossible to know if the algorithms have “back door” codes. 

Clearly, people who are sufficiently technically savvy can give the mandated CALEA infrastructure a run for its money. This isn’t terribly surprising. The good news is that most folks with criminal intent aren’t computer geniuses.

All of this brings me to the questions that are probably foremost on our subscribers’ minds: who is the government watching, why is the government watching them and do I need to do all kinds of fancy technical stuff to keep the government from snooping on the recipes I exchange with my cousin?

By law, I’m not allowed to reveal the specifics of surveillance targets. But I can tell you this: all the orders I have received from law enforcement have been for people who were actively involved in clear-cut felonies that any reasonable person would recognize as evil even in the absence of any laws. I have received NO orders to initiate surveillance of people with unpopular political opinions, anti-war activism, pro-war activism, or anything of the sort on any issue, no matter how extreme. 

I have no knowledge of what sort of surveillance may be occurring in other venues, or among our upstream providers and data aggregators. Nor can I predict the future. But, here and now, I can say from my direct knowledge and experience that CALEA is actually being used as the government told us it would be used, and that’s all to the good. So for now you can ignore the clever software and share recipes in peace.

