Computer Bits

Dealing with Spyware


Spyware can generally be described as software loaded on a computer without the user's knowledge or consent that monitors or alters the computer's operation to the benefit of a third party. Because spyware is an actual executable file running on the computer, it can scan hard drives, capture keystrokes, disable built-in firewalls, compromise financial information, change security settings and make computer operations both slow and unstable. Some spyware, such as the Elite Toolbar, even steal credit card information for forwarding to unknown third parties.


While most spyware can be removed with the appropriate software, recent trends in spyware tie it in to important parts of the operating system—such as the network or registry—that make the computer unusable if the spyware is removed. Often the computer needs to be reloaded from scratch with all data being lost. Averaged across the United States, such infections carry an economic cost exceeding $200 per computer yearly.  


Because, at this time, Windows is the only operating system targeted by spyware, many users ultimately switch to Macintosh or Linux to solve the problem. But this is not always a viable option, particularly in the workplace, because of software compatibility and logistical issues. Moreover, as more users shift to alternate operating systems, spyware manufacturers in a multi-billion dollar business will eventually invest resources in writing spyware for those systems, too.  


Considering the serious damage accomplished by spyware, the fact that studies by Forrester Research find that as many as 87% of PCs are infected with spyware is sobering. Even more sobering is the fact that infected computers have, on average, 28 different types of spyware installed at any given time, and 7% of infected computers are infected with spyware that records keystrokes such as passwords and credit card numbers.


Because there are literally hundreds of such programs, the symptoms of spyware infection are hard to describe. Some spyware gives no telltale signs at all. This point is emphasized by an online safety study conducted by the National Cyber Security Alliance in October of 2004 that discovered that even though only 50% of computer users thought their computers might be infected with spyware, scans of those computers indicated the infection rate to be more than 80%.  


Usually, computer performance and stability problems caused by spyware are the result of dozens of contradictory infections. As a general rule, if a computer starts to act oddly, experiences performance degradation, starts crashing and hanging or will no longer connect to the Internet, suspect spyware.  


Spyware doesn't spread in the same way as viruses. Usually, it is installed on the computer as part of a peer-to-peer file-sharing program downloaded over the Internet.  Computer users automatically answer "yes" to the licensing agreement, unwittingly agreeing to have spyware loaded on their computers. The spyware then downloads additional spyware into the computer in the background.  


A number of shareware programs contain such piggybacked spyware, so it would be a good idea before downloading shareware to use a search engine to look up the name of the software along with the term "spyware" to see if the software is infected. This same caution applies to toolbars that are supposed to assist searching.


Another trick used by purveyors of spyware is to pop up a box on the surfer's computer that contains both a "Yes" and a "No" button or an "OK" and "Cancel" button—or even a "Close" button. Behind the scenes, though, all of the buttons perform the same function of downloading spyware into the computer. It is never safe to click inside an unexpected popup window. Instead, computer users should close those windows by using the "X" button in the upper right hand corner.  


In spite of caution regarding downloads and popup boxes, computers inevitably get infected with spyware of some sort. In order to test for spyware and get rid of it, it makes sense for all computer users to install one or more of the readily available anti-spyware packages. Both Ad-Aware SE and Spybot—Search and Destroy have strong track records. Microsoft has also released their AntiSpyware Beta as a free download.  Since new spyware is being released daily, it is important to keep anti-spyware programs updated to help identify and remove the most recent malicious code.


Spyware has become a billion-dollar business and industry analysts predict that the problem will only become worse over the next couple of years. Legal challenges to spyware, such as those taken recently by New York's Attorney General, have not stemmed the tide. The best solution for now lies in vigilance among computer users and the use of anti-spyware programs. It is also a good idea to make regular backups of important files in case the computer needs to be reloaded from scratch.

