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Essential Wireless Security

A couple of weeks ago I spoke with one of our subscribers about an increasingly common problem. We had received a complaint that he was sending SPAM, but when we called him to let him know we were disabling his account, it quickly became clear that none of the subscriber's equipment was responsible for the SPAM. Further analysis revealed that the subscriber's wireless router had been used by a neighbor to gain access to the Internet, and the neighbor's computer was infected with a virus that sent the SPAM. His most pressing question was “How do I avoid this problem in the future?” 

Wireless routers have become extremely popular because of the convenience they bring to the home. Using a wireless router, it is finally feasible to answer e-mail from a comfortable couch in the living room or the back porch without dragging around an unsightly network cable that presents a tripping hazard.  

But this convenience comes with a requirement of heightened vigilance.  Wireless signals know no boundaries and, in spite of their low power, are often usable hundreds of feet away. In fact, it is not at all unusual to take a laptop to a city park and find dozens of useable wireless connections. QEX magazine, which is dedicated to radio experimentation, published an article this spring highlighting a successful five-mile link using standard wireless routers.  

In order to make fairly complex wireless routers easily installed by non-technical users, most devices ship with well-known default settings that make using them to gain unauthorized access to a home's internal network (and the information stored on that network) quite easy. Even worse, these default settings allow nearby users with minimal skills to commandeer and re-program the router itself. 2600 Magazine, a quarterly dedicated to the hacker community, has published numerous articles in the past two years detailing step-by-step instructions that can be followed by practically anyone to compromise a wireless network that is installed using default settings.

Before explaining how to secure wireless home networks, though, a word of warning is in order. Even with an increase in security, most consumer-level wireless networking solutions shouldn't be deployed where classified or trade-secret information is stored. The encryption mechanisms used in consumer-level wireless routers are simply not strong enough to protect truly valuable information against skilled hackers with good funding. So if you keep such information on your home network, it is best to avoid wireless networking entirely.

Assuming you aren't storing classified information or trade secrets, dramatically increasing the security of a home wireless network requires four easy steps. Make these changes from a PC connected with a network cable, so you don't accidentally lock yourself out of the router.

First, change the default admin password on the router. Everybody knows the default passwords for most major brands, and anyone with a wireless network card is automatically considered to be "local" (rather than remote), and thus can gain total control of your router and home network just by walking by. When you select a password, try to make it something difficult to guess.

Second, turn off SSID broadcast. SSID broadcast allows any computer with a wireless network card to bind with your home network. When you turn this off, you will have to change the SSID field in the configuration of your wireless network card so that it matches the one in your router in order to connect.  

Third, change the SSID. Simply turning off the SSID broadcasting will eliminate a lot of clients that accidentally bind to your network; but since the SSID default value set at the factory is widely known, changing it to anything other than the default--preferably something hard to guess--will eliminate virtually all unexpected connections to your network.

Fourth, enable WEP, "Wired Equivalent Privacy." Just changing the SSID won't keep someone with modest hacking knowledge out of your network, because SSIDs are sent in plain text that any network sniffing program can readily identify. The solution to this problem is WEP encryption.  Typical consumer routers come with 64-bit, 128-bit and 256-bit encryption. While it is true that using smaller encryption keys makes a difference in speed, that difference in reality is too small to notice, so pick the highest grade of encryption available on your particular router.   

The actual process of generating an encryption key varies between wireless router manufacturers, so you'll need to explore the menu system. The one thing to avoid, though, is using any default keys provided, since these (like default SSIDs) are well-known. Once the key is generated on the router by using a passphrase that you'll easily remember, you'll want to copy the resulting key and paste it into a file in notepad, so it is easily accessible when using it to configure the wireless networking cards in your PCs. If you have multiple clients to configure, it might be worthwhile to burn that file onto a CD so you don't have to re-type the encryption key.

The exact configuration of your PC will also vary depending upon your operating system and version, but all operating systems allow the configuration of WEP on the wireless network card. All that is required is pasting the key you generated on the router into the proper field and checking a box to enable WEP. The only place where there is likely to be confusion is the length of the key. While routers refer to keys as having a length of 64, 128 or 256 bits, some operating systems refer to those same keys as having a length of 40, 104 or 232 bits respectively.

Beyond these basic steps, there are other approaches available for more advanced users, such as limiting which PCs are allowed to attach to the router by specifying the MAC addresses of wireless network cards, strictly limiting the number of addresses available via DHCP (or eliminating DHCP entirely), and even changing the default network configuration.  

But even without these more advanced techniques, just following the four steps outlined above will improve the security of your wireless network sufficiently to avoid the inconvenience of having your connection disabled by your ISP because a neighbor was using your wireless router for free Internet access without your knowledge.
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