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Back in the days of metered dialup Internet access, typical Internet users got a different unique Internet address every time they connected to their Internet Service Provider (ISP). Because using the phone line for Internet access interfered with the ability to make or receive phone calls, dialup subscribers didn’t stay online at the same address for days at a time. In spite of the slow speed of such connections, their intermittence made them a poor target for viruses and hackers.

All of that has changed with the widespread adoption of always-on Internet connections using cable, DSL and even satellite technology. With these new methods, it is common for subscribers’ computers to be connected to the Internet using the same unique Internet address for weeks or even months.  

Since the addresses assigned to subscriber’s equipment by ISPs are viewable by anyone anywhere in the world, and because most Internet subscribers leave their computer systems connected to the Internet continuously, they make a perfect target for viruses and hackers.

Installation of a home router is probably the easiest and least expensive way to reduce risks posed by viruses and hackers. Several years ago, these sorts of devices were complex and expensive; but they are now inexpensive, widely available and easily installed.

Home routers, often marketed as “Firewall/Routers” or “Cable/DSL Routers,” protect the subscriber’s home network through a mechanism known as Network Address Translation. The router obtains an actual Internet address from the ISP, but assigns a phony Internet address to the subscriber's equipment. This phony address is invisible to the outside world, and the router serves to translate the addresses back and forth.  The only inbound traffic it allows, unless specifically configured otherwise, is traffic specifically requested by the subscriber's equipment.  

Most home routers are set up at the factory with a default configuration that works out of the box.  The user simply plugs the port labeled “Internet” or “WAN” into the cable or DSL modem, and plugs home computers into the other ports on the router. Of course, routers are also available with wireless and even USB capabilities, but even these come with a Quick Start setup sheet that will get most users up and running quickly.

While this sort of setup won’t stop most malicious software such as adware or spyware, it will protect home networks from hacking attempts while rendering ineffective trojans and viruses that spread by connecting directly to computers.  

In future columns we’ll take a look at the methods available for preventing and eliminating adware and spyware.

BELD Broadband customers looking for more information on connecting routers can contact the Help Desk at 781/348-BELD (2353).
